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Introduction

The SimplySign service provides digital certificates which are used to
authenticate users of various Government Gateway services. During
your application process for a SimplySign certificate, you are required
to submit personal information to enable your identity to be verified.
This personal information is protected by an encrypted connection
between your browser and the SimplySign server which uses a digital
certificate installed on the SimplySign server. In order for you to trust
the SimplySign service’s server certificate, it may be necessary for you
to install what is known as the CA Chain - this is a file containing the
Trustis FPS Root CA certificate and the Chamber SimplySign TT
Issuing Authority certificate. This document describes how to install
the CA chain in order to obtain your user certificates.

The document covers the currently supported browsers:

I. CA certificate chain installation with Windows XP and Microsoft
Internet Explorer 6 (MSIEG)

I1. CA certificate chain installation with Windows Vista and
Microsoft Internet Explorer 7 (MSIE7)

I11. CA certificate chain installation with Windows 7 and Microsoft
Internet Explorer 8 (MSIE8) or 9 (MSIE9)

IV. CA certificate chain installation with Firefox

Before applying for a SimplySign certificate of your own, you should
download and install the CA certificate chain as described below
according to your Operating System/web browser combination. If you
have a different combination of Operating System and browser, go to
the section relevant to your Operating System, and then refer to the
NOTE part at the beginning of the section which will detail what to do.
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I. CA Chain Installation with Windows XP and MSIEG6
NOTE

The process was captured using Internet Explorer 6. If you are using
Internet Explorer 7, 8 or 9, the process is very similar. However,
please refer to Section Il if you are using Internet Explorer 7, Section
11 if you are using Internet Explorer 8, or Section IV if you are using
Internet Explorer 9.

If you are using Firefox, please refer to Section IV.

1. To obtain the CA Chain file, please browse to
http://www.simplysign.co.uk/downloads/cachain.p7b
and save the file somewhere convenient, such as on your PC
desktop.

2. When the file is downloaded, right-click on the file and select
Install Certificate.

Open With

-

Send To

Cut

Copy

Create Shortout

Delete
Rename

Properties

3. The Certificate Import Wizard appears; press Next.
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4. Keep the default option and press Next.

Cer

ate Import

Certificate Store
Cettificate stores are system areas where certificates are kept.,

‘Windaws can Mgomatically select a certificate store, or you can specify & location for

ig I'Iy select the certificate store based on the bype of certificate:

2 all certificates in the following store

Certificate stare:

=

< Back Cancel

5. Click Finish

Certificate Import Wizard 1[

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Impart
wizard,

You have specified the following settings:

Certificate Store Selected  Automatically determined by t

Conkent PKICS #7 Certificates

File Name CiiDocuments and SettingsiT

il | o
ancel

6. Depending on whether you already have the Trustis FPS Root CA
installed, you may also see the following message:

Security Warning ll

'j ‘fou are about to install a certificate From a certification autharity (CA) claiming to represent:
== Trustis FPS Rock CA

‘Windows cannot validate that the certificate is actually from “Trustis FPS Root CA", You should confirm its origin by contacting "Trustis FPS Rook
CA", The fFollowing number will assist you in this process:

Thumbprint (shal): 3BC0380B 33C3F6A6 DCE61522 23D9DFFS 4B51C004
\Warning:
I wou install this root certificate, Windows will automatically trust any certificate issued by this CA, Installing a certificate with an unconfirmed

thumbprint is & security risk, IF vou click "Yes" you acknowledge this risk.

Do you want bo install this certificate?

es | Mo I

T-TSUP-AMJ-015 CA chain install guide v1.1.doc 4
© Trustis Limited 2012



7. If you do see this message, click Yes to install the Root
Certificate.

8. Click OK to complete the installation:

y The import was successful,

9. Confirm installation of the certificates by opening MSIE6 and
selecting Tools -> Internet Options -> Content tab ->
Certificates. The CA certificate called Trustis FPS Root CA
should be installed in the Trusted Root Certification
Authorities tab, and the Issuing Authority certificate called
Chamber SimplySign TT Issuing Authority should be installed in
the Intermediate Certification Authorities tab.
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Il1. CA Chain Installation with Windows Vista and
MSIE7

NOTE

The process was captured using Internet Explorer 7. If you are using
Internet Explorer 8, the process will be very similar. However, please
refer to Section Il if you are using Internet Explorer 8, or Section 1V if
you are using Internet Explorer 9.

If you are using Firefox, please refer to Section IV.

1. To obtain the CA Chain file, please browse to
http://www.simplysign.co.uk/downloads/cachain.p7b
and save the file somewhere convenient, such as on your PC
desktop.

2. When the file is downloaded, right-click on the file and select
Open. At this point, if you have ‘User Account Control’ active,
you will see the following dialogue box. Click Continue.

User Account Control

@ Windows needs your permission to continue

I you started this action, continue.

am Microsoft Management Console
Microsoft Windows

() Details
User Account Control helps stop unauthorized changesTo your cormputer.
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3. The Certificate Manager window appears; expand the folder on
the left and click on the Certificates folder to show the two
certificates on the right.

| File Action View Help

e 2B Lz B

Issued To = Issued By

S Chamber SimplySign TT Issuin...  Trustis FPS Root CA
EA Trustis FPS Root CA Trustis FP5 Root CA

4. Right-click on the Chamber SimplySign TT Issuing Authority and
choose Open.

I& certmgr - [Certificates - Current User\ C:\USERS\WIMADELL'\DESKTOP\ CACHAIN.PTB! Certificat...
File Action View Help

e 2@ EE

Eﬁ‘ Certificates - Current User Tssued To . Issued By Ex
4 [ CAUSERSYWMADELL\DESKT( ER Chamber SimpiSiar ' Teyetis FPS Root CA

IS Certiticates I Trustis FPS Ra @ FPS Root CA Y

All Tasks 3

Copy

Help
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5. The Certificate window appears. Click Install Certificate.

General |Deiﬁi|s | Certification Pathl

L= ﬁ Certificate Information

This certificate is i ded for the ling purpose(s):
» Ensures the identity of a remote computer
= Proves your identity to a remote computer
» Protects e-mail messages
= Allows secure communication on the Internet
*1,3.6.14.1.5237.110.1.1

*Refer to the certification authority's statement for details,

Issued to: Chamber SimplySign TT Issuing Authority

Issued by: Trustis FPS Root CA

valid from 01/ 12/ 2010 to 18/ 01/ 2020

[Insmll Certificate. ]nsuer Statement ]

Learn more about certificate

6. The Certificate Import Wizard appears. Click Next.

7. Click the option Place all certificates in the following store.

Certificate Import Wizard ==

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automaticalisalecttie cartificate store based on the type of certificate

Browse...

Learn more about certificate stores

<Back | Next> | [ cancel
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8.

Click Browse, choose Intermediate Certification Authorities
and then click OK

Select Certificate Store

= are kept.
Select the certificate store you want to use.

~{ | Personal

| Trusted Root Certification Authorities

or you can spedfy a location for

| »

[om

Jirtermediate Certification Authorities» o e e sl it

1 intrueted Certifirates
m

1, | ¥

PR
[ show physical stor
< OK i Cancel

9. Click Next, then Finish. A dialogue box will appear, stating that

the import was successful. Click OK to complete the certificate
import process.

Certificate Import Wizard

Iol The import was successful.
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10. Close the Certificate window shown in point 5 by clicking OK. Now

go back to the Certificate Manager window to repeat the process

for the other certificate. Right-click on the Trustis FPS Root CA.
Click Open.

11. The Certificate window appears. Click Install Certificate.

12. The Certificate Import Wizard appears. Click Next.

B certmgr - [Certificates - Current User\,C:\USERS\WIMADEL L\ DESKTOP\ CACHAIN.PTB\ Certificat... [m || = |[seas]
File Action View Help
o Al = NE N 7 o
Gl Certificstes - Current User Tssued To B Issued By B
4[] CAUSERS\WIMADELL\DESKTY [5) Charnber SimplySign Issuing A, Trustis FPS Root CA 1/
| Certificates B Trustis FPS Root CA @'
Al Tasks L3
Copy
Help
il [ | L il !

View a certificate

Certificate Ex
General | Details | Certification Path |

ﬁ Certificate Information

This certificate is intended for the following purpose{s):

» Ensures the identity of a remote computer

» Proves your identity to a remote computer

= Protects e-mail messages

* Allows secure communication on the Internet
= Allissuance policies

Issued to: Trustis FPS Root CA
Issued by: Trustis FPS Root CA

Valid from 12/23/2003 te 1/21/2024

‘ Install Certificate.. Issuer Statement
Learn more about tertificates
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13. Click the option Place all certificates in the following store.

Certificate Import Wizard

==l

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

cectificate store based on the type of certificate

Learn more about cerificate stores
<Back | Next> | [ cancel

14. Click Browse, choose Trusted Root Certification Authorities
and then click OK

Select Certificate Store

s are kept.
Select the certificate store you want to use.

or you can spedfy a location for

Intermediate Certification Authorities
Trusted Publishers

0 intrusted Cerfificates =
7l

|| show physical stor:
ﬁ—| =

on the type of certificate

Browse...

15. Click Next, then Finish. A dialogue box will appear, stating that

the import was successful. Click OK to complete the certificate
import process.

Certificate Import Wizard

Iol The import was successful.
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16. Close the Certificate window shown in point 5 by clicking OK.

17. Confirm installation of the certificates by opening MSIE7 and
selecting Tools -> Internet Options -> Content tab ->
Certificates.

18. The CA certificate called Trustis FPS Root CA should be installed in
the Trusted Root Certification Authorities tab, and the
Issuing Authority certificate called Chamber SimplySign TT
Issuing Authority should be installed in the Intermediate
Certification Authorities tab.
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I1l1. CA Chain Installation with Windows 7 and MSIES8

or MSIES

NOTE

The process is captured using Internet Explorer 8. However, please
refer to Section 1V if you are using Internet Explorer 9.

If you are using Firefox, please refer to Section IV.

1. To obtain the CA Chain file, please browse to
http://www.simplysign.co.uk/downloads/cachain.p7b

and save the file somewhere convenient, such as on your PC

desktop.

2. After download, right-click on the file and select Open. The
Certificate Manager window appears; expand the folder on the
left and click on the Certificates folder to show the two
certificates on the right.

|| File Action View Help

e« rB =2 HE

@ Certificates - Current User

4 [ G i W.F7E

Issued To = Issued By Ex
S Chamber SimplySign TT Issuin...  Trustis FPS Root CA 18

9 Trustis FPS Root CA Trustis FP5 Root CA

fl [T 3
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3. Right-click on the Chamber SimplySign TT Issuing Authority
certificate and choose Open.

certmar - [Certificates - Current User\C\USERS\ADRIANNDESKTOP\CHAMBER SIMPLYSIGN L. | = || = |[m3a]
File Action View Help
€9 EGlEH®

[l Certificates - Current User Issued To
a4 [ CAUSERSVADRIAN\DESKTOP'
| Certificates

Issued By Ex

i Tecuing i L uctis FPS Root CA

Is FP5S Root CA 1/
All Tasks

B9 Chamber Simphe”
[53 Trustis FPS Rod

Copy

Help

4| . | k| A m | 3

CAUSERS\ADRIANYDESKTOPNVCHAMBER SIMPLYSIGN ISSUING CA CHAIN.P7

4. The Certificate window appears. Click Install Certificate.

|| | General |Deiﬁi|s |Certﬁaton Pathl

L= ﬁ Certificate Information

This certificate is i ded for the ling purpose(s):
» Ensures the identity of a remote computer
= Proves your identity to a remote computer
» Protects e-mail messages
= Allows secure communication on the Internet
*1,3.6.14.1.5237.110.1.1

*Refer to the certification authority's statement for details,

Issued to: Chamber SimplySign TT Issuing Authority

Issued by: Trustis FPS Root CA

valid from 01/ 12/ 2010 to 18/ 01/ 2020

Learn mare about certificates

5. The Certificate Import Wizard appears. Click Next.
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6. Click the option Place all certificates in the following store.

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

Learn more about certificate stores

Browse...

< Back ][ Mext = ][ Cancel

7. Click Browse, choose Intermediate Certification Authorities

and then click OK

Select Certificate Store m

Select the certificate store you want to use.

Personal
Trusted Root Certification Autherities

| intristad Cartifirates
« | I ] ¥

[ show physical stores
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8. Click Next, then Finish. A dialogue box will appear, stating that
the import was successful. Click OK to complete the certificate
import process.

]

Certificate Import Wizard

9. Close the Certificate window shown in point 4 by clicking OK.
Now go back to the Certificate Manager window to repeat the
process for the other certificate. Right-click on the Trustis FPS
Root CA. Click Open.

i certmgr - [Certificates - Current User\C:\USERS\ADRIAN\DESKTOP\CHAMBER SIMPLYSIGN I... | = || = |[z23]
File Action View Help
L A o] o REEURE N 7 s
(Gl Certificates - Current User Issued To = Issued By Ex
- C.'.:_\L(I:SER‘.:-\ADRIAN\DESKTOP 5] Chamber SimplySign Issuing A...  Trustis FPS Root CA 1/
i, Lentiisates = Trustis FPS Root CA oo
All Tasks
Copy
Help
L P—r—  |ENF i, | '
Copies the current selection.
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10. The Certificate window appears. Click Install Certificate.

Certificate [

General |Deta\|s l Certification Path |

A Certificate Information

This certificate is intended for the following purpose{s):

» Ensures the identity of a remote computer

» Proves your identity to a remote computer

» Protects e-mail messages

» Allows secure communication on the Internet
= Allissuance polides

Issued to: Trustis FPS Root CA

Issued by: Trustis FPS Root CA

Valid from 12/23/2003 to 1/21/2024

Learn more about ertif

11. The Certificate Import Wizard appears. Click Next.

12. Click the option Place all certificates in the following store.
f Certificate Import Wizard &Jj

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

e certificate store based on the type of certificate

| Browse...

Learn more about certificate stores

< Back ][ Mext = ]l Cancel
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13. Click Browse, choose Trusted Root Certification Authorities
and then click OK

Select Certificate Store &J

Select the certificate store you want to use.

are kept.

or you can spedfy a location for

o] »

T :
= lon the of certificate
~| Intermediate Certification Authorities bype

~| Trusted Publishers

L intricted Certificaten. B
4 I b |
- Browse...
| Shaw physical stores

K. Cancel

14. Click Next, then Finish. A dialogue box will appear, stating that
the import was successful. Click OK to complete the certificate
import process.

Certificate Import Wizard [éj

-0l The import was successful,

15. Close the Certificate window shown in point 4 by clicking OK.

16. Confirm installation of the certificates by opening MSIE7 and
selecting Tools -> Internet Options -> Content tab ->
Certificates.

The CA certificate called Trustis FPS Root CA should be installed in
the Trusted Root Certification Authorities tab, and the

Issuing Authority certificate called Chamber SimplySign TT
Issuing Authority should be installed in the Intermediate
Certification Authorities tab.
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I1V. CA Chain Installation with Firefox

1. To obtain the CA Chain file, please browse to
http://www.simplysign.co.uk/downloads/cachain.p7b
and save the file somewhere convenient, such as on your PC
desktop.

2. Open Firefox. Click on Tools and choose Options.

@ Moxzilla Firefox
File Edit Wiew History Bookmarks ﬂelp

@ 2 o | Web Search CtrlK

2! Most Visited || Getting Started ' Downloads Ctrl+)

I = Add-ons

| || (WUntitled) |

T il Error Console Ctrl+Shift+)
Page Info

Start Private Browsing  Ctrl+Shift+P
Ctrl+Shift+Delete

Options...

3. Click on the Advanced icon, and then click View Certificates

r .
Options [

= = S5y [ B
J = | ] & o8
General  Tabs  Content -Applications Privay Secly Bt

Protocols

[#] Use 5530 [#] Use TLS 1.0
Certificates

When a server requests my personal certificate:

") Select one automatically @ Ask me every time

e

‘ View Certificates ’ Revocation Lists Walidation Security Devices

QK ] I Cancel | | Help

4. Click on the Authorities tab and click Import
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5. Find and open the file cachain.p7b, then tick the boxes Trust
this CA to identify web sites and Trust this CA to identify

@ certificate Manager _g— R
-t

s | Authorities | g

Your Certificates | Pecple | S rsi

‘You have certificates on file that identify these certificate authorities:

Certificate Name Security Device
4(c) 2005 TURKTRUST Bilgi lletisim ve Biligim ...

TURKTRUST Elektronik Sertifika Hizmet Sa... Builtin Object Token
4ABAECOM, INC.

s @

ABAECOM Root CA Builtin Object Token
4AC Camerfirma SA CIF AB2743287

Chambers of Commerce Root Builtin Object Token

Global Chambersign Root Builtin Object Token
4AddTrust AB

AddTrust Public CA Root Builtin Object Token

AddTrust Class 1 CA Root Builtin Object Token

. Buiiltin Ohicct Tal

LCn o g—
View... g[m..‘ ’ Export... Delete...

o]

email users. Then click OK

- —— Y
Downloading Certificate [ﬁ

You have been asked to trust a new Certificate Authority (CA).

you want to trust "Certificate Authority (unnamed)” for the following purposes?

|V W rust this CA to identify web sites.
[ 8 rust this CA to identify email users,
T Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available),

Examine CA certificate

(o _

6. The certificates have been added. Click OK to close the Certificate

Manager window and to close the Options window.
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