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Introduction

This document describes how to import the SimplySign certificates (your
personal certificate and the CA certificate chain) from a prepared backup file
into your web browser.

When importing the certificates, you will be prompted to provide the
password which was set during the export process.

The file extension of the backup file may be either a pfx or a p12 file
depending on whether you originally exported the certificates using Internet
Explorer or Firefox. These files are interchangeable, so when it comes to
importing the file back into a browser, you may use either Firefox or Internet
Explorer.

After importing the certificates from the backup file into your browser, you
should securely store the backup file. This backup file can be used again to
import certificates into a browser should you require it.

This document is divided into four parts:

I. Certificate import process using MSIE6

I1. Certificate import process using MSIE7
I11. Certificate import process using MSIES8
IV. Certificate import process using Firefox

NOTE

If you are using an MSIE browser on either Windows Vista or Windows 7
platforms, you may need to reduce or turn off your User Access Control
(UAC) settings before proceeding with the import process. Your settings
should be restored immediately after testing your re-imported SimplySign
certificate. Details for turning off UAC can be found in the corresponding
Pre-requisites guide, located at:

http://www.simplysign.co.uk/online-help.asp
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I. Certificate Import Process Using MSIEG

1. Open MSIE6. From within the MSIE6 Tools menu, click Internet

Options.
File  Edit  Wiew  Faworites I':'C'E Help
] - Mail and Mews S
@ Deteis o |ﬂ L. Pop-up Blocker » _4
Address I@j abaut:blank Manage Add-ons...

Synchronize. ..
Windows Update

indows Messenger
Diagnose Connection Problems. .,
Send to Onekloke

2. Click the Content tab in the window that opens.

2%

nections | Programs I Advancedl

— Home page
% *You can change which page to use for your home page.

Address:

Uge Current Llge [efault Llge Blank.

— Temparary Internet files

< Pages you view on the Intermet are stored in a special folder
@ Y for quick wiewing later.

Delete Cookies... |  Delete Files.. Settings...

—History

The Hiztony folder containg links to pages you've visited, for
quick access ta recently viewed pages.

Days to keep pages in history: |2U 3: Clear Hiztary |

Colors.... | Fontz... I Languages. .. | Accgssibility...l

Ok I Cancel | Ll |
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3. Click on the Certificates button

Generall Securityl Privacy Content | Eonnectionsl F‘rogramsl Advancedl

i~ Content &dvizor

Fiatings help pou control the Intemet content that can be
@f viewed on this computer.

Settings,. |
r~ Centificates
% Use certificates to positively identify yoursell, certification
gl authorities, and publizhey
Clear 551 State Lertificates.. | Publizhers. .. |
» 4
S —d

r~ Personal infarmation
n,  AutoComplete stores previous entries AutoComplete, . |
and suggests matches for you. —
Micrasoft Profile Assistant stores your My Profile... |
personal informatiorn. =

QK | Cancel | Apply I

4. Go to the Personal tab and click the Import button.

Certificates 21xl

Intended purpose: |<P.II:> j

E Personal | er People I Intermediate Certification Authorities I Trusted Root CertiFicatiorLI_’I

Issued To

Mr &drian Pinch

—

-

4] | i
Export... Remove Advanced... |

ntended purposes

Impork. .. I

Client Authentication, Secure Email

1 Wigw |
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5. The Certificate Import Wizard appears. Click Next.

Welcome to the Certificate Import
Wizard

Thiz wizard helps vou copy certificates, certificate trust liste,
and certificate revocation lists from your disk to a certificate
store.

A certificate, which iz izzued by a certification autharity, is a
confimation of your identity and containg information used
to protect data or to establish zecure network connections.
A certificate store iz the spstem area where certificates are
kept.

To continue, click Mext.

= Bachk Cancel

6. Either type the full path to the location of the backup file or click the
Browse button to locate the file.

Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
|| Erowse... |

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 [[PR<..P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates [.P7E]

Microzoft Serialized Certificate Store [[55T)

= Back I Mext = I Cancel
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File to Import
Specify the file you want to import.

File: name:

C:\Documents and SettingsiusehDeskiopibackup-apinch. pix Browse. .. |

Maote: More than one certificate can be stored in a gingle file in the following formats:
Perzonal Information Exchange- PKCS #12 [PF<. P12
Cryptographic Mezsage Syntax Standard- PKCS #7 Certificates [[PYE]

ticrozoft Serialized Certificate Stare [(S5T)

< Back " Cancel |
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7. If the Browse button is clicked, you will be presented with the
window shown below. From here, [A] choose to search for Files of
Type: Personal Information Exchange (*.pfx,*.p12) and [B]
ensure the name of the backup file is entered into the Filename text
box. Click Open.

Open 2] x|
Look jm: I@' Desktop j @ T A
.}E] by Documents
;}MyComputer
‘-_g ty Metwork Places
1.7 from_LISE
) Temp
|2 W arehouse
: backup-apinch. pfx
[57) Shorteut to Queue
My Documents [B]
SNy =
Iy Computer
File name: Ibackup-apinch.pfx j Open I
Files of type: IPersonaI Infarmation Exchange [*.pks.".p12] j
7

8. The screen below will now reflect the location of the backup file you
wish to import. Click Next.

Certificate Import Wizard x|



9. Enter the password [A] used to protect the backup file (this is the
password that was set during certificate export). Place a tick in both
boxes ([B] Enable strong protection & [C] mark key as exportable)
and click Next.

Certificate Import Wizard

10. Choose the option to ‘Automatically select the certificate store
based on the type of certificate’ and click Next.

Certificate Import Wizard
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11. A summary screen will appear. Please click Finish.

Certificate Import Wizard

Completing the Certificate Import
Wizard

ou have successfully completed the Certificate Inpart
wizard,

Y'ou have specified the following settings:

Certificate Store Selected  Automatically determined by
iZonkent PFx
File Mame C:\Documents and Settingsis,
< | i
< Back Finish Cancel |
g
pS——

12. A new window will appear stating the import of a new private
exchange key is being requested. The Security Level can remain at
‘Medium’. Click OK.

Importing a new private exchange key x|

An application iz creating & Protected ikem.

CryeptodPl Private Key

Securnity level set to Medium Set Security Level. . |

Cancel Detailz... |
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13. A ‘warning’ message box will appear providing details of the Trustis
FPS Root CA certificate which is about to be imported (along with
your personal certificate). Click Yes to complete the import process.

Security Warning B

't ‘You are about to install a certificate from a certification authority [CA] claiming ta represent:
Trustis FPS Root Cé

‘windows cannot validate that the certificate is actually from "Trustis FPS Root CA". Y'ou should confirm its origin by contacting "'Tiustis FPS Root CA". The following number will assist you in this
process:

Thumbprint [shal): 38C0O380E 23C3FEAE OCEE1522 93090FFS 48810004
Warning:
If you install this root certificate, ‘Windows will automatically tust any certificate issued by this C&. Installing a certificate with an unconfirned thumbprint is 2 security risk. If you click "Yes" pou

acknowledge this risk.

Do pou want ta install this certificate?

14. A confirmation message appears upon successful completion of
certificate import. Click OK.

Certificate Import Wizard

-
\1]) The import was successhul.

15. Now that the backup file has been imported, your personal certificate
should appear within the Personal tab:

Certificates EE3

Intended purpose: |<P.II> j

Personal |Other People I Intermediabe Certification Authorities I Trusted Root CertiFicatior;I_’|

Issued To

4] |

i
Import... | Export... Remove Advanced... |

Certificate intended purposes

Client Authentication, 5ecure Email

View |
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16. Additionally, the Chamber SimplySign TT Issuing Authority will
appear in your Intermediate Certification Authorities tab:

Intended purpose: I::.D.II) j

Personal | Other People  Inbermediate Certification Authorities | Trusted Rook Certificatior ;l_'l

18101
31122002

Microsoft Rook Authority
Elraot Agency Root Agency 31/12/2039
VeriSign Class 1 CA Individual Subscriber-Perso...  Class 1 Public Primary ... 12/05/2003
[Everisign Class 2 CA - Individual Subscriber Class 2 Public Primary ... 0&/01j2004

www.verisign.cnm,l'CF‘S Incorp.by Ref, LIAEILL... Class 3 Public Primary ..,  07/01/2004

1| |

Impart. .. | Expart... Remaove Advanced. ..

Certificate intended purposes
<Al

Wiew

Close

JlyaE

17. Lastly, the Trustis FPS Root CA will appear in your Trusted Root
Certification Authorities tab:
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Certificates

Intended purpose: |<P.II>

Intermediate Certification Authorities  Trusted Raok Certification Authorities | Trusted Publ4 | *

Issued To | Issued B | Expiratio. .. | Friel;l
El Thawte Timestarnping CA Thawte Timestamping... 01/01/2021  thawl
E Trustis Bronze Primary Issuing Auth... Trustis Bronze Primar... 09082020  <Maor
Trustis EVS Rook Cé Trustis EYS Roat Cé 09/01/2027  Trust

Trus FPS Test Root C& Trustis FPS Test Root ... 29/02/2024  <Nor

EdTiBITAK UEKAE Kk Sertifika Hizme,.. TUBITAK UEKAE Kék 5., 21/08{2017  Kamu

ETURKTRUST Elekkronik Tslem Hizmet... TURKTRUST Elektroni...  16/09(2015  TURK—

ETURKTRUST Elektronik Islem Hizmet... TURKTRUST Elektrori...  22j03/2015 TUiK'LI
»

i i i

Impart... | Export. .. Remove Advanced. ..

Certificate intended purposes

<Al

View |
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Il. Certificate Import Process Using MSIE7

1. Open MSIE. From within the MSIE7 Tools menu,

Options.

File Edit View Favorites BGGIS Help

¢ Favorites | 9k &8 Sugge Delete Browsing History... Ctrl+Shift+Del
Ctrl+Shift+P

| & Blank Page

InPrivate Browsing

Diagnose Connection Problems...

Reopen Last Browsing Session
InPrivate Filtering

InPrivate Filtering Settings

Pop-up Blocker
SmartScreen Filter

Manage Add-ons
Compatibility View
Compatibility View Settings
Subscribe to this Feed...

Feed Discovery

Windows Update

Developer Tools

h Internet Options

Ctrl+Shift+F

F12

2. Click the Content tab in the window that opens.

Internet Options

General | Security

Home page

Search -

Tabs —
1 tabs.

Appearance

:_’n\, Change search defaults.

Change how webpages are displayed in

=

9
Priv Content | Cofhections | Programs | Advanced

To create home page tabs, type each address on its own line.

P
= about:blank]

[ Use current H Use default ][ Use blank

Browsing history —

I_ . Delete temporary files, history, cookies, saved passwords,
¥} and web form information.

[]Delete browsing history on exit

Delete... ] [ Settings

)

Colors

| [ Longuages || Fonts | [ Accessbiity |
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3.

4.

Click on the Certificates button.

]nl‘emei‘{‘)pﬁom -_'ﬂ

| General | Security I Privacy | Content | Connections I Programs I advanoedl

Parental Controls

& Control the Internet content that can | [#¥Parental Controls

be viewed,

Content Advisor

@ Ratings help you control the Internet content that can be
viewed on this computer,

@Enab\e. = | Settings

Certificates
Use certificates for encrypted connections and identification,

I Clear S5L state ] Certificates Publishers ]

AutoComplete

= = AutoComplete stores previous entries

= on webpages and suggests matches
for you.

Feeds and Web Slices
Feeds and Web Slices provide updated
£| content from websites that can be
- read in Internet Explorer and other
programs.

T o

Go to the Personal tab and click the Import button.

Certificates

==

pUrpose: [ <All=

PEFSC""C"')BH‘ler Feople I Intermediate Certification Authorities I Trusted Root Certificatior| ! |

Issued To

Izsued By Expiratio...  Friendly Mame

Remove

Learn mare about certificates

Close
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5. The Certificate Import Wizard appears. Click Next.

Certificate Import Wizard @

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to &
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect dats or to establish secure network
connections. A certificate store is the system area where
certificates are kept,

To continue, dick Mext.

Cancel

VA

6. Either type the full path to the location of the backup file or click the
Browse button to locate the file.

Certificate Import Wizard @

File to Import
Spedfy the file you want to import.

File name:;

Browse... |

Mate: More than one certificate can be stored in a single file in the follow!

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serizlized Certificate Store {L55T)

Learn more about certificate file formats

< Back |[ Mext = J[ Cancel
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8.

If the Browse button is clicked, you will be presented with the
window shown below. From here, [A] choose to search for Files of
Type: Personal Information Exchange (*.pfx,*.p12) and [B]
ensure the name of the backup file is entered into the Filename text

box. Click Open.

@ Open

@Qﬂ_ b Computer » REMOVABLE (E) » BEAE

‘ Organize ~ EEE Views ~ ‘ MNew Folder

=
Mame

Date modified Type Size
;% backup-apinch ;

B Desktop

5 Recent Places
& Computer

P[. Documents

PE Pictures

EEJ' Music

[# Recently Changed

BB searches

‘ [B] | Public

Tags

wE'\ ’
File name:  backup-apinch

- Personal Information Exchane »
E———

/

[Al

The screen below will now reflect the location of the backup file you

wish to import. Click Next.

Certificate Import Wizard

File ta Import
Spedify the file you want to import.

File name:
E:\backup-apinch.pfx

Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS £7 Certificates {P78)

Microsoft Serialized Certificate Store {.55T)

Learn more about certificate file formats

Browse...

Note: More than one certificate can be stored in & single file in the following formats:

N

I <B_a\:kl H Mext = ]I‘ Cancel
4

T —
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9. Enter the password [A] used to protect the backup file (this is the
password that was set during certificate export). Place a tick in both
boxes ([B] Enable strong protection, [C] mark key as exportable & [D]
extended properties) and click Next.

Certificate Import Wizard @

Password

To maintain security, the private key was protected with a password.

Type the passward for the private key.

Paszword:

[A] ey

[B] |
[C] |

=

f|Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

=l

| Mark this key as exportable. This wil allow you to back up or transport your
keys at a later time.

[ D] IT, Include all extended properties.

Learn mare about protecting private keys

< Back u[ MNext = ,| Cancel

~,.

10. Choose the option to ‘Automatically select the certificate store
based on the type of certificate’ and click Next.

Certificate Import Wizard (3

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

_# @ utomatically select the certificate store based on the type of certificats!

Learn more about certificate stores

| < Back {“ Mext = J‘ Cancel
N V4
T
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11. A summary screen will appear. Please click Finish.

Certificate Impert Wizard '

Completing the Certificate Import
Wizard

g | The certificate will be imported after you click Finish.

‘fou have specified the following settings:

(o= giiilw=t i 8o el Automatically determined by t
Content PFX
File Mame E:'\backup-apinch.pfx
< [ 1 | 3
g
y - N\
< Back ‘][ Finish ] ‘ Cancel
\ y 4

12. A new window will appear stating the import of a new private
exchange key is being requested. The Security Level can remain at
‘Medium’. Click OK.

'Importing a new private exchange key @

An application is creating a Protected tem.

CryptoAP| Private Key

Security level st to Medium [ Set Security Level... ]

[ QK ]B Cancel H Details... ]
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13. A ‘warning’ message box will appear providing details of the Trustis

FPS Root CA certificate which is about to be imported (along with
your personal certificate). Click Yes to complete the import process.

Security Warning J

I'\.

You are about to install a certificate from a certification authority (CA)
claiming to represent:

Trustis FPS Root CA

Windows cannot validate that the certificate is actually from "Trustis
FPS Root CA", You should confirm its origin by contacting "Trustis FPS
Root CA", The following nurmber will assist you in this process:

Thurnbprint (shal): 3BC0380B 33C3F5.A6 0CE61522 93DADFFS 4BE1 CO04

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an uncenfirmed
thurnbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

14. A confirmation message appears upon successful completion
certificate import. Click OK.

Certificate Import Wizard @

l:o:l The import was successful,

T-TSUP-AMJ-001 Importing Digital Certificates v1.0.doc
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15. Now that the backup file has been imported, your personal certificate
should appear within the Personal tab:

:Cerﬁﬁcats

Intended purpose: [<AJI:> hd

Personal | Other People | Intermediate Certification Authorities | Trusted Root Cerﬁﬁcatior:_

Issued To Issued By Expiratio...  Friendly Name

— Chamber SimplySign L., 10/4/2011  <None>

Import... ][ Expart... ][ Remove

Certificate intended purposes

Client Authentication, Secure Email

Learn more about certificates

16. Additionally, the Chamber SimplySign TT Issuing Authority will
appear in your Intermediate Certification Authorities tab:

:Cerﬁﬁca'ts

Intended purpose: [ <All=

Other People | Intermediate Certification Autharities | Trusted Root Certificatior
Issued To Issued By Expiratio...  Friendly Name

' Trustis FPS Root CA 1/18/2014

EloTPIa Trustis FPS Root CA 1/18/2016  <Mone> A
@Microsoﬂ Windows ... Microsoft Root Authority  12/31/2002  <None> 3
SIRoot Agency Root Agency if1/2040 <Mone>
Sl Test DEFRA 1A Trustis FPS TestRoot... 2/14/2010  <None> B
ElTest1a Trustis FPS TestRoot... 2/26/2010  <None:
Sl Test1a Trustis FPS TestRoot... 2/26/2010  <None:
[Sal Trustis FPS Issuing ... Trustis FPS Root CA 10/5/2014  <Monex
Eé]Trush's FPS Root CA  Trustis FPS Root CA 12172024 <MNone> g

i e

Certificate intended purposes

<All=

Learn more about certificates
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17. Lastly, the Trustis FPS Root CA will appear in your Trusted Root
Certification Authorities tab:

| Certificates

Intended purpose: <All=

| Intermediate Certification Autharities | Trusted Root Certification Authorities

Issued To Issued By Expiratio...  Friendly Name n

@GTE CyberTrust Glo... GTE CyberTrust Globa... 8/14/2018  GTE CyberTrust ...
EalMicrosoft Authentic... Microsoft Authenticod...  1/1/2000 Microsoft Authe..,
[EIMicrosoft Root Aut...  Microsoft Root Authority  12/31/2020  Microsoft Root A. ..
@Microsoﬂ. Root Cert... Microsoft Root Certifi.,,  5/10/2021  MicrosoftRoot C...
@NO LIABILITY ACC... MO LIABILITY ACCEP... 1/8/2004 VeriSign Time St...
ElThawte Timestampi... Thawte Tmestamping...  1/1/2021 Thawte Timesta...

—— B Trustis FPS Root CA Trustis FPS Root CA

m

[ Trustis FPS TestRo... Trustis FPS TestRoot ... 2/23/2024  <Mones

[ Import... H Export... ][ Remove

Certificate intended purposes

<All=

Learn more about certificates
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I1l. Certificate Import Process Using MSIES8

1. Open MSIE8. From within the MSIE8 Tools menu, click Internet
Options.

File Edit \View Favorites oo Help

{3 Favorites ; @ Blank Pag Delete Browsing History.., Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift«P

Diagnese Connection Problems...

Reopen Last Browsing Sessicn

InPrivate Filtering Ctrl+Shift+F
InPrivate Filtering Settings

Pop-up Blocker 4
SmartScreen Filter 3
Manage Add-cns

Compatibility View

Compatibility View Settings

Subscribe to this Feed..

Feed Discovery 2

Windows Update

Developer Tecls Fi2

> Internet Options

2. Click the Content tab in the window that opens.

| Internet Options

General |Securit\r I Priu(q-I I Content I C)necﬁons I Programs I Ad\ranced|

Home page
I/? To create home page tabs, type each address on its own line.
ag
i about:blank] -

[ Use current ][ Use default H Use blank

Browsing history

i Delete temparary files, history, cookies, saved passwords,
v ,-I and web form information.
|| Delete browsing history on exit
Delete. .. ] [ Settings ]
Search
p Change search defaults, Settings

Change how webpages are displayed in

1 tabs.

Appearance
Colors ] I Languages ] [ Fonts ] [ Accessibility ]
[ Ok J [ Cancel ] HDE“
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3. Click on the Certificates button

Internet Options

| General I Security I Privacy | Content | Connections I Programs I Advanced|

Parental Controls

@ Control the Internet content that can 'Parental Controls

be viewed,

Content Advisor

?‘ Ratings help you control the Internet content that can be
viewed on this computer.

'@Enable. - Fy Settings

Certificates
Use certificates for tions and identification,
[ Clear 550 state (] [ Certificates ] [, Publishers ]
AutoComplete

AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated

content from websites that can be
read in Internet Explorer and other
programs.

Al

4. Go to the Personal tab and click the Import button.

-
Certificates R ——

Intended purpose: [<AII> v]

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | * |

Issued To Issued By Expiratio...  Friendly Name

Remove Advanced

Learn more about certificates
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5. The Certificate Import Wizard appears. Click Next.

Certificate Import Wizard @

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
uzed to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

[ Mext > ] ’ Cancel

6. Either type the full path to the location of the backup file or click the
Browse button to locate the file.

Certificate Import Wizard M

File to Import
Spedfy the file you want to import.

Eile name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P13)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back I[ Next = ][ Cancel
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If the Browse button is clicked, you will be presented with the
window shown below. From here, [A] choose to search for Files of
Type: Personal Information Exchange (*.pfx,*.p12) and [B]
ensure the name of the backup file is entered into the Filename text

box. Click Open.

2 Open
@-&v‘_ + Computer » REMOVABLE (E)
Organize = New folder
& e Name Date medified Type Size
B Desktop |75 backup-apinch.pfx 12/10/20101201  Personal Informati.. 6K8|

&8 Downloads

] Recent Places

= Libraries
5 Documents
& Music
&= Pictures

B videos

1™ Computer

[B] = (A

= REMOVABLE (E:)

e REMOVABLE (F)
\ 1 SafeGuard
N
etwork

+ | Personal Information Exchange ~

File name: backup-apinch.pfix
o)

g

The screen below will now reflect the location of the backup file you
wish to import. Click Next.

Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
E:\backup-apinch.pfx

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {,P7B)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats
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9. Enter the password [A] used to protect the backup file (this is the

password that was set during certificate export). Place a tick in both

boxes ([B] Enable strong protection, [C] mark key as exportable &

[D] extended properties) and click Next.

10. Choose the option to ‘Automatically select the certificate store

Certificate Import Wizard [ﬁ

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[¥] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[¥] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[¥] Indlude all extended properties.

Learn more about protecting private keys

Cancel

<Backfl |[ next> |

based on the type of certificate’ and click Next.

<
Certificate Import Wizard &J

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Place all certificates in the following store

Personal Browse...

Learn more about certificate stores

< Back. I Mext = Cancel I
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11. A summary screen will appear. Please click Finish.

Oy
Certificate Import Wizard M

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

‘You have spedified the following settings:

6l e e Automatically determined by t

Content PFX
File Mame E:'\backup-apinch.pfx

12. A new window will appear stating the import of a new private
exchange key is being requested. The Security Level can remain at
‘Medium’. Click OK.

Impaorting a new private exchange key M

An application is creating a Protected tem.

CryptoAPI Private Key

Security level set to Medium [ Set Security Level... ]

| ok |) cancel || Detais.. |
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13. A ‘warning’ message box will appear providing details of the Trustis

FPS Root CA certificate which is about to be imported (along with
your personal certificate). Click Yes to complete the import process.

Security Warning

N

You are about to install a certificate from a certification authority (CA)
claiming to represent:

Trustis FP5 Root CA

Windows cannot validate that the certificate is actually from "Trustis
FPS Root CA". You should confirm its origin by contacting "Trustis FP5
Root CA". The following number will assist you in this process:

Thumbprint (shal): 3BCO380E 33C3F6A6 0C861522 93D9DFFS 4B81C004

Warning:

If you install this root certificate, Windows will automnatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

14. A confirmation message appears upon successful completion of

certificate import. Click OK.

P |
Certificate Import Wizard [ﬁ]

IOI The import was successful,

T-TSUP-AMJ-001 Importing Digital Certificates v1.0.doc

© Trustis Limited 2012

27



15. Now that the backup file has been imported, your personal certificate

should appear within the Personal tab:

r - R
Certificates . — M

Intended purpose: [<AII> v]

Personal |Dﬁ1er People | Intermediate Certification Authorities I Trusted Root Ceftiﬁmﬁorf.‘__._' |

Issued To
54 Mr Adrian Pinch

Issued By Expiratio...  Friendly Name

04/10/2011 <None>

Chamber SimplySign I...

Impaort... H Expaort... H Remove

Certificate intended purposes

Client authentication, Secure Email

Learn more about certificates

16. Additionally, the Chamber SimplySign TT Issuing Authority will
appear in your Intermediate Certification Authorities tab:

P E; ™
Intended purpose: [<.l\||> v]

Personal | Other People | Intermediate Certification Authorities |Trushed Root Certification| * | + |

-
Certificates

Issued To Issued By Expiratio...  Friendly Name

S5 ARTL Administrativ. ..

Registers of Scotland ...

05/10/2016  <Mone>

[ ARTL Issuing Autho... Registers of Scotiand ... 05/10/2016 <Mone= E
[ ARTL Pilat Administ... Registers of Scotiand ... 27/06/2016  <Mone
[Z5ARTL Pilat Issuing ... Registers of Scotiand ... 27/06/2016  <Mone T

> B4 Chamber SimplySig... Trustis FPS Root CA 18/01/2014
L'_@JGlobaISign Organiz... GlobalSign Root CA 11f042017 <Mone=
L_'niJMicrosoft Certificat... Microsoft Root Certifi,..  02/04/201%  <MNonex
E@ Microsoft Windows ... Microsoft Root Authority  31/12/2002  <Monex
Eé]MSN Content Auth... MSN Content PCA 09/02/2017 <Mone> B

[ tmport... || Ewort.. || Bemove |

Certificate intended purposes

<Al

Learn more about certificates

T-TSUP-AMJ-001 Importing Digital Certificates v1.0.doc
© Trustis Limited 2012

28



17. Lastly, the Trustis FPS Root CA will appear in your Trusted Root
Certification Authorities tab:

F B B
Certificates ﬁ

- - -

Intended purpose: <All> V]

| Intermediate Certification Authorities | Trusted Root Certification Autherities | Trusted publ * |+ |

Issued To Issued By Expiratio...  Friendly Name

[ZlRegisters of Scotla...  Registers of Scotland ... 05/10/2026  <Nonex

Sl Thawte Premium Se... Thawte Premium Serv... 01012021 thawte

[l Thawte Server CA Thawte Server CA 01/01/2021  thawte

[ Thawte Timestampi... Thawte Timestamping... 01/01/2021 Thawte Timesta...
[ Trustis Bronze Prim...  Trustis Bronze Primar,..  03/08/2020  <None>

— 54 Trustis FPS Root CA Trustis FPS Root CA 21f01/2024 [
=

m UTM-USERFirst-Obj... UTM-USERFirst-Object 09/07/201% USERTrust
'L—"Z.ﬂ\-'eriSign Trust Metw... VeriSign Trust Network — 02/08/2028  VeriSign

Certificate intended purposes
<All=

[import.. | [ ewort.. | [ Remove

Learn more about certificates Close
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IV. Certificate Import Process Using Firefox

1. Open Firefox. Click on Tools and choose Options.

-
@ Moxzilla Firefox
File Edit View History Bookmarks |Tools| Help
r < e (N Web Search Ctrl+K
5| Most Visited || Getting Started Dewiloads Sl
I Add-ons
| L] (Untitled)
Error Console Ctrl+Shift+) —
Page Info
Start Private Browsing  Ctrl+Shift+P
Clear Recent History... Ctrl+5Shift+ Delete
> Options...

2. Click on the Advanced icon, and then click View Certificates.

Options / W

!.:_ !_ el 3 - Q‘ | | IJ:‘-?
General Tabs Content  Applications  Privacy  Sec§ity  Advanced

General I Metwork I Update | Encryption

Protocols
Use S5L 3.0

Use TL51.0

Certificates
When a server requests my personal certificate:

(71 Select one automatically @ Ask me every time

View Certificates Revocation Lists ] [ Yalidation ] [ Security Devices

| oK || Cancel || Hep
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3. Within the Your Certificates tab, click Import....

/E Certificate Manager . = | & [

! People | Servers | Authorities | Others |

You have certificates from these organisations that identify you:

Certificate Name Security Device | Serial Number Expires On B

View.., Backup... Backup AII.Z Import... Delete...
N

T ——

4. On the next screen, [A] set the file type to PKCS12 Files and [B]
ensure the name of the backup file is entered into the Filename text
box. Click Open.

= y
File Name to Restore &

)% e * Computer » REMOVABLE (E:) ~ [ 43| search REMOVABLE (E) Pl

Organize v New folder = 0 @
s Favorites MNarme Date modified Type Size
B Desktop |:§ backup-apinch.pfx 12/10/2010 12:01 Personal Informati... 6KB|

& Downloads

1 Recent Places

w4 Libraries
3 Documents
J‘ Music
|| Pictures

B Videos

18 Computer
& o5
= REMOVABLE (E:) [ B] [ A]
= REMOVABLE ()
A SafeGuard

“' Netwerk

File name:  backup-apinch.pfi ~ | PKCS12 Files T

< Open é Cancel
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5. Type in the password for the backup file. This is the password that was
set during certificate export. Click OK.

r N
Password Entry Dialogue ﬂ

Please enter the password that was used to encrypt this
certificate backup.

pasmord: ..............|

OK Cancel
L IS k

6. A message pops up to inform you that the certificate has been
successfully restored to the browser. Click OK.

Alert [

i-.\ Successfully restored your security certificate(s) and private key(s).
g T )

7. Now that the backup file has been imported, your personal certificate
should appear within the Your Certificates tab:.

/E Certificate Manager - = | = : ]

|| | Your CEftifiCEtESl Peoplel SewerslAuthoritiesI D‘thersl

You have certificates from these organisations that identify you:

ad

Certificate Name Security Device Serial Mumber Expires On

4Trustis Limited

Mr Adrian Pinch Software Security Device 32:17:BE6C:50:4C:38:... 04/10/2011

View.. | [ Backup.. | |BackupAll.| | Import.. | | Delete.. |
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8. Additionally, the Chamber SimplySign TT Issuing Authority will
appear in your Authorities tab:

Your Cerk'rﬁcaif-_sl Peopielﬂewersl Authorities | Dthers|

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device 8B
4Trustis Limited i
Messagelabs CA Software Security Device
Chamber SimplySign TT Issuing Software Security Device
Chamber SimplySign Issuing Authority Software Security Device
Trustis Bronze Primary Issuing Authority Software Security Device
Trustis FPS Enterprise Issuing Authority Software Security Device
Trustis FP5 Root CA - Trustis Limited Software Security Device
Trustis Bronze Issuing Authority Software Security Device F|
(B, Trustis Limited, Trustis FPS TT Issuing .. Software Security Device
Trustis FPSTT Test Root CA - Trustis Limited Software Security Device .
Terretie L1 (47N TT L H okl £ Lo = 2 [ e 1
View.. | |EditTrst.| | Import.. | | Export. | |Delete or Distrust.. |
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