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Introduction

This document details the pre-requisites for using the Firefox browser with
the SimplySign Service. The minimum supported Firefox version is 3.5.

The main requirement before attempting to apply for a certificate using
Firefox is to import the Root and Intermediate certificates. These certificates
are found in the Online help section at http://www.simplysign.co.uk and are
contained in a file called cachain.p7b.

A direct link to the file is:

http://www.simplysign.co.uk/downloads/cachain.p7b

The remainder of the document shows the main steps of the download and
installation of your SimplySign certificate into your Firefox browser.
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CA Certificate Chain Installation with Firefox

1. Open Firefox. Click on Tools and choose Options.
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2. Click on the Advanced icon, and then click View Certificates
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3. Click on the Authorities tab and click Import
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4. Find and open the file cachain.p7b, then tick the boxes Trust this CA
to identify web sites and Trust this CA to identify email users. Then
click OK

r — 5
Downloading Certificate [&

You have been asked to trust a new Certificate Authority (CA).

you want to trust "Certificate Authority (unnamed)"” for the following purposes?

[ Wrust this CA to identify web sites.

[#| B rust this CA to identify email users.
™ Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and

procedures (if available).
@ Cancel |

5. The certificates have been added. Click OK to close the Certificate
Manager window and to close the Options window.

View Examine CA certificate
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Browser Compatibility Test Result

{7} REFRESH SimplySign Suppert

www simplysign.co.ule/support/diagnostic
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You appear not to be using Intemnet Explorer. If this page indicates that your browser is compatible with the SimplySign
Certificate Download Process, you may continue to collect your certificate.

Your browser has indicated a compatibility with Netscape. This page checks your current browser settings for
compatibility with the capabilities required by our Digital Certificate Senices when used in Mozilla-compatible browsers. If
you believe that you have been directed to this page in error. you may test for compatibility with Microsoft Internet Explorer.

If a warning is displayed that your browser is not configured appropriately and you are unable to change your browser
options yourself, please contact your local [T support with details of the change(s) required.

To request a certificate, you will need:

® Your browser to be enabled for JavaScript
® Your browser to implement Mozilla-compatible Key Generation

Test1. JavaScript  Yourbrowseris JavaScript compatible.

Browser Information

= Application Name: Netscape

« Application Version: 5.0 (Windows) or
later

« User Agent: Mozilla/5.0 (Windows NT 6.1;
WOW64; rv:9.0.1) Gecko/20100101

Firefox/9.0.1
Test 2. Mozilla- “? Please check to see if a method of selecting the
compatible cryptographic key size is displayed immediately
Key Generation below this text.

If no such a control is displayed, then you may not
use Mozilla-compatible certificate request
methods.

ngh Grade -

Additional Information:

+ Your browser does accept session cookies.
Test 3. Cookies (This test cookie has been remaved from your
computer).

Ifthe browser test completes successfully and your browser passes all the tests above you may continue your application.

If you do not see a \/ for tests 1 and 3 above, or cannot select a HIGH GRADE key, please visit the Online Help and read
the relevant guide for your browser. Your certificate download will not succeed if you proceed without all the tests passing.

m

The screenshot above shows the expected result of the Browser
Compatibility Test when using Firefox. Please be sure that “High Grade” can
be selected before proceeding.
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Certificate Download Process

(@) REFRESH SimplySign - Mozilla Firefox.

File Edit View History Bookmarks Tools Help

[ REFRESH SimplySign

6‘ > ‘:: simplysign.co.uk | https://www simplysign.co.uk/cert-collect/enroll_ns.html
SCHAMBER S
IMPLY OIGN

‘ SimplySign Certificate Download trustis

www.simplysign.co.uk

Home | About SimplySign |[JGEE@Eerifieate]| Terms & Conditions | Platinum Support | Contact Details | Online Help

Morzilla FireFox - Certificate Download

Note:
It is recommended that a minimum Key Size of High Grade be used. If this option is not available, please check your
browser compatibility before continuing the enrolment process.

UserD

Shared Secret

Key Size HighGrade -

Click "Accept’ ONLY once
Key Generation can take up to a minute - if you press Accept more than once, your submission will fail

Copyright © 2010 SimplySign - Oak Tree Court, Binley Business Park, Harry Weston Road, Coventry CVE 2UN

When you receive the email with your certificate download instructions, after
re-testing your browser configuration, you will reach the page shown above
if you are using Firefox.

Please make sure that High Grade is selected in the Key Size drop-down.

Enter the User-ID you were given in the email and the shared secret you
created when you completed the online application form and click the
Accept button. Be careful not to double-click the Accept button, even if
the page does not refresh immediately (it may take several 10s of seconds
to move to the next screen). A Firefox message box will appear, saying that
Key Generation is taking place.

Depending on your Firefox settings and whether you already have other
digital certificates in your browser, you may be prompted to enter (or to
create) a password for the Firefox Key Store.
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Firefox will then prompt you that the SimplySign certificate has been
installed and reminds you to make a backup of it.

i‘h Your personal certificate has been installed. You should keep a backup copy of this certificate.

Press OK and the browser will move to the next page:

SimplySign TT - Mozilla Firefox

\(_-/_r\ [ 3 simplytesttrustis.com/cert-callect/cgi-bin/anestep.exe C |28~ Google e
SIABEYSiGN |
‘ SimplySign Certificate Download trustis
www.simplysign.co.uk

-

Mozilla FireFox Certificate Download

Enrolment Complete
Congratulations!
One Year

Your certificate download has completed. Please confime to the next page to check that your new certificate is correctly
installed.

Continug >>

Copyright © 2010 SimplySign - Oak Tree Court, Binley Business Park, Harry Weston Road, Coventry CV3 2UN

You will see the screen above, with your SimplySign Subscriber Name
(instead of One Year, above).

Press Continue>=> and, on the next web page:
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é-/ 2 | £ trustis.com | https://simplytest trustis.com/ cert-collect/testcert htrml | [88- Googie Pl
SCHAMBERS
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‘ SimplySign Certificate Download

trustis

v simplysign.co-uk

N

Test Your Certificate

i

Please check that your new certificate is correctly installed by clicking the link below. This will open a new browser and
you may be prompted to select your certificate.

Test Your Certificate >>

Iffor some reason the certificate you have fust been issued with does not contain your correct information please contact
us via our web based service here.

Once you have completed your Certificate Test, please take some time to review our advice on backing up your
SimplySign Digital Certificate
Cericate Backup >

Thank you for choosing Chamiber SimplySign and Trustis. If you have any questions about your certificate or would e
to know more about our digital certificate, PK and other digital identity services, please contact us at
enquiries @trustis.com

Copuright © 2010 SimphySien - Oak Tree Court, Binley Business Park, Harry Weston Road, Coventry CV3 JUN !

select Test Your Certificate.

You will be prompted to choose your SimplySign Certificate. Highlight it in
the drop-down menu and click OK

This site has requested that you identify yourself with a certificate:
simplytest.trustis.com:443

Organisation: "Trustis Limited”
Issued Under: "Trustis Limited”

Choose a certificate to present as identification:

One Year's Trustis Limited 1D [00:B9:AD:9B:F8:4%:47:02:94: A5:28:93: 20:82:FE;: EA:5 A

Details of selected certificate:

Issued to: CHN=0ne Year, OU=Test, C=GB
Senial Number: 00:B9:AD:9B:F8:49:47:02:94: A5:2B:93:20:82: FE:EA: 5 A
Valid from 16/01/2012 14:35:11 to 17/01/2013 14:35:11
Purposes: Client,Sign,Encrypt
Certificate Key Usage: Signing, Key Encipherment
Email: amj@trustiz.com

Issued by: CMN=Test SimplySign TT Issuing Authority, OU=Test Trustis

FP5,0=Trustis Limited, C=GB

| T Rkl e ¥ Sl Il WEG) WL MO

[ ¥ |
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Remember this decision

The following web page will show details of your SimplySign certificate:
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@ SimplySign TT - Certificate Check - Mozilla Firefox
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Certificate Check Page

Success!
1 you can see this page then you have confimed that you have downloaded and installed your new SimplySign certificate comectly, and
thatit can be used to authenticate you to any web site that aceepts a SimplySign certficate (e.z. the Govemment Gateway)

‘The full Distinguished Name of the certificate you used to access this page is

Common Name: One Year
Organisation Unit: Test
Organisation:
Country: GB

1f you are having difficulties using your certificate with a service provided via the Govemment Gateway then please follow the link below
for support

http:/fwww.gateway.gov.uk/ and follow their 'Enter the Government Gateway' link to obtain further help.

Additional information on your certificate can be found in our online help pages.

Finally, please backup your SimplySign certificate by following the
instructions in the Exporting_Digital_Certificates.pdf document which is
offered for download after clicking the Certificate Backup button.
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